
IEIIT-CNR  

©© IEIITIEIIT --CNR                                                   CNR                                                   1

Introduction to Robustness and 
Randomization

Roberto Tempo 
IEIIT-CNR

Politecnico di Torino

tempo@polito.it



IEIIT-CNR  

©© IEIITIEIIT --CNR                                                   CNR                                                   2

� Additional documents, papers, MATLAB
TM

codes, etc, 
please consult

http://staff.polito.it/tempo/

� Questions may be sent to   
tempo@polito.it
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Buzzwords and Notation

� Buzzwords and main notation used in this talk

� Uncertain parameterqi

� Number of uncertain parametersn
� Upper and lower boundsqi

+ and qi
-

� RectangleQ (n-dimensional)
� Number of simulationsN
� System specifications (property) SS
� Accuracye and confidenced
� Robustness
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Example: Robustness of Mini-UAV

- wingspan 1000 mm
- maximum take-off weight 1500 g 
- DC motor
- remote piloting/autonomous flight
- endurance > 30 min

MH-1000
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Uncertain Parameters - 1

� We denote byqi, i= 1,2, …, n, the uncertain parameters
� For example

q1 = mass m
q2 = wingspanb

q3 = wing surfacew
q4 = inertial data (moment of inertiaJ)

� Many other aircraft parameters are uncertain
� Total number of parameters isn = 14
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Uncertain Parameters - 2

� For each uncertain parameterqi we compute upper qi
+

and lower boundsqi
-

� For example, given nominal valuem = 1.460Kg  for
q1, we consider 10% tolerance obtaning

q1
+ = 1.606

q1
- = 1.314

� We write
q1 Î [1.314,1.606]
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n-dimensional Rectangle Q

� Vector of uncertain parameters is
q = [q1 q2 … qn]T

� The n-dimensional rectangleQ is the set  

Q = { q: qi Î [qi
-, qi

+] , i = 1,2, …, n }
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Minimum-Maximum Flight Speed

Aerodynamic constraint  � minimum flight speed

Propulsive constraint      � maximum flight speed
V =10 ÷ 17 m/s
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Specifications S  S  

� For the Mini-UAV we set some specifications (system 
property)

�� ExamplesExamples::
1. Flight speed in the range 10 ÷ 17 m/s
2. Altitude in the range 5 ÷ 100 m

� Specifications are denoted byS S = SS(q)
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Robustness

� If the system satisfiesSSfor all q Î Q we say that it is

robustrobust

�� QuestionQuestion:: How can we check robustness?

�� AnswerAnswer:: Use powerful results from control theory
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Complex Systems

� Need to establish if the propertySS is satisfied for all
elementsq Î Q

� We are dealing with complex systems which may be
affected by many uncertain parameters

�� ProblemProblem (difficult):: Design algorithms for checking ifS S 
is robustly satisfied
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Example: 2-dimensional Rectangle

� Consider system affected by two uncertain parameters
q1 and q2

� Consider upper and lower bounds forq1 and q2

q1 Î [1.2, 1.7] 
q2 Î [1.7, 2.2]

� Vectorq = [q1 q2]T is in the 2-dimensional rectangleQ
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2-dimensional Rectangle Q

q1

q2

1.2 1.7

1.7

2.2
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Grid Approach

� Suppose we follow a “grid approach” (brute-force
method)

� We pick 100 equispaced points for eachqi

� Total number of pointsN in the 2-dimensional 
rectangleQ is equal to 1002

� For each grid pointqk we check ifSSis satisfied

�� WarningWarning:: No conclusion can be drawn in the 
intersample
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Example: Grid Approach - 1

q1

q2

1.2 1.7

1.7

2.2
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Example: Grid Approach - 2

q1

q2

1.2 1.7

1.7

2.2
qk
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Computing Time - 1

� For each pointqk we perform a simulation and check if
the specificationSSis met

� Assume that the cost of performing one simulation is
equal to one second

�� QuestionQuestion (easy): : What is the total time T needed for
establishing the propertyS S using the grid approach ?



IEIIT-CNR  

©© IEIITIEIIT --CNR                                                   CNR                                                   20

Computing Time - 2

� The total time T is equal to

T = 1002 seconds� 2 hours and 47 minutes
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Control Theory: Powerful Results

�� QuestionQuestion:: Is gridding really necessary?

� In some special cases, using powerful results from
control theory, the answer is no

� It depends how the uncertain parametersq enter into
the system (linearly or nonlinearly)

� In some cases, it suffices to check only 4 vertices of the 
n-dimensional rectangleQ

� Notice that the number 4 is independent of n
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2-dimensional Rectangle Q

q1

q2

1.2 1.7

1.7

2.2



IEIIT-CNR  

©© IEIITIEIIT --CNR                                                   CNR                                                   23

Interval Polynomial Uncertainty

� Time T needed to check ifSSis robustly satisfied

� Using same units as before (1 second for each
simulation)

T = 4 seconds

� Unfortunately, vertex simulation approach works only
for the so-called interval polynomial uncertainty

� In other cases, we can use edge simulation
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Edge Simulation

q1

q2

1.2 1.7

1.7

2.2
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Edge Simulation

� Edge simulation is 1-dimensional even if the vectorq is
n-dimensional

� Suppose we take 100 points for each edge

� Total time T = 400 seconds if we need to check 4 edges
� It works for affine polynomial uncertainty, but the 

number of edges may be larger than 4

� In general the number of edges is equal ton 2n-1

� Affine polynomial uncertainty is more general than
interval uncertainty
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Three Different Approaches

Robustness and randomized methods

grid                         overbounding randomized                                      
methods                          methods                       methods
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Grid Methods

Robustness and randomized methods

grid                         overbounding randomized                                      
methods                          methods                       methods
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Complex Systems

� We deal with complex systems subject to many
parameter variations (e.g. Mini-UAV)

� Suppose that we have we have six uncertain parameters

q = [q1    q2   q3   q4 q5   q6]T

� Suppose we take 100 points for each parameterqi

� The cost of performing one simulation is still equal to
one second

�� ProblemProblem (easy):: Compute the total time T
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Total Simulation Time

� Total time T is now equal to

T = 1006 seconds� 31710 years

� This phenomenon is often called the curse of 
dimensionality

�� WarningWarning:: Care should be exercised before performing
simulations!
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Overbounding Methods

Robustness and randomized methods

grid                         overbounding randomized                                      
methods                          methods                       methods
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Overbounding methods

� Overbounding methods (also denoted as relaxation)

� Main idea is to redefine uncertainty so that the new 
uncertainty is in interval or affine form

� We use powerful results from control theory, but we
introduce conservatism

� Mathematically, we have a sufficient condition (not
necessary)
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Example - 1

� We have uncertainty in product form (multilinear)

q1 q2

whereq1 Î [1.2, 1.7] andq2 Î [1.7, 2.2]
� We define new “virtual” parameter

q3 = q1 q2

where q3 Î [2.04, 3.74] and neglect the dependence
betweenq1 and q2

� Clearly, we introduce conservatism



IEIIT-CNR  

©© IEIITIEIIT --CNR                                                   CNR                                                   33

Example - 2
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Randomized Methods

Robustness and randomized methods

grid                         overbounding randomized                                      
methods                          methods                       methods
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Randomized Methods

� Randomized methods are based on Monte Carlo 
simulations

� Number of simulations N is independent of the number 
of uncertain parameters n (contrary to grid approach)

� We provide a “probabilistic solution” to the robustness 
question originally posed

� The solution is not guaranteed  in a deterministic sense
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Probability of Success and Sample Size

�� Objective:Objective: Estimate the probability of success Prob and 
compute the sample size (number of simulations) 

� Prob is the probability that the system specification SS is 
satisfied when q is a vector of random parameters 

distributed in the rectangle Q according to a given  
probability density function

� If Prob is high we have an indication that the design 
method developed is “good”
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Monte Carlo Method

� We generate N independent (vector) samples according 
to the given probability density function

q1, q2, …, qN Î Q

� Each qi is a realization of a random vector

� For each qi we check if the specifications SSare satisfied

� We count the number of times SSis satisfied
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Uniform Density Function - 1 

� Assume uniform density function (all points within Q are 
equally probable)
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Uniform Density Function - 2 

q1
+

density function
h =1/(q1

+- q1
-)

q1

q1
-

h
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1-dimensional Uniform Samples

q1
1.2 1.7

10 samples uniformly distributed for the parameter q1 in 

the interval [1.2, 1.7]

qk
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2-dimensional Uniform Samples - 1

q1

q2

1.2 1.7

1.7

2.2
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2-dimensional Uniform Samples - 2

q1

q2

1.2 1.7

1.7

2.2
qk
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Empirical Probability

� An estimate of Prob is the empirical probability ppN

ppN = Nsucc/N
where Nsuccis the number of successes

� Number of successes is equal to the number of times 
specification SSis satisfied
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Reliable Estimate

� Consider accuracy e Î (0,1) and confidence d Î (0,1)
� The empirical probability is a reliable estimate if the 

event

| Prob –ppN | � e

is satisfied with probability at least 1-d

� Find the minimum N (smallest number of simulations)
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Chernoff Bound

� Let � Î (0,1) and � Î (0,1) and consider

N � log

� Then, the event
| Prob –ppN | � e

is satisfied with probability at least 1-d

� N is independent of n and depends only on � and �

1

2� 2

___
�

___2
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Comparison Between Bounds



IEIIT-CNR  

©© IEIITIEIIT --CNR                                                   CNR                                                   47

Chernoff Bound

�� Remark:Remark: Chernoff bound improves upon other bounds 
such as Bernoulli (Law of Large Numbers)

� Dependence on 1/d is logarithmic

� Dependence on 1/e is quadratic

1.06 · 105

99%

0.5%

7.38 · 104

95%

0.5%

2.65 · 104

99%

1%

1.84·104N

95%1-d

1%e
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Total Simulation Time

� Take accurancy and confidence equal to

 e = 1% d = 5%
� Total time T is now equal to

T = 1.84 · 104 seconds� 5 hours and 5 minutes

� Total timeT is independent of the number of uncertain
parametersn

� Recall that for six parameters using brute force 
approach we computedT � 31710 years


