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Social Control, 
Transparency, and 

Participation in 
the Big Data World
By Alessandro Mantelero

T
he Big Data paradigm underlines the fundamental 
role of control over information, in terms of com-
petitive advantages in the business world and in 
terms of an increased possibility of social control by 

states and groups of power.
Control over the information deriving from Big 

Data is not accessible to everyone, as it is based on the 
availability of large datasets, expensive technologies, 
and specific human skills to develop sophisticated sys-
tems of analysis and interpretation. For these reasons, 
big business and governments are in the best position 
to take advantage of Big Data.

In order to increase access to information and to 
boost the participatory and transformative potential of 
information it is necessary to increase the number of 
people able to create and manage large amounts of data.

From a legal perspective, specific regulations 
can contribute to achieving this goal. A mandatory 
notification of the creation of large databases to inde-
pendent authorities, rights to access to information 
and open data policies are different ways to increase 
the transparency of the information society and data 
sharing. They reduce the level of control over infor-
mation and limit the advantage of Big Data owners in 
terms of technical and cultural analysis skills.

The evolution of human societies has been char-
acterized by the increasing capacity to collect and 
manage information. From the beginning, the rela-
tionship among data, information,1 and knowledge 
also had a strong link with the power held by public 
and private entities, due to two different reasons: 
(1)  the knowledge drawn from organized informa-
tion is fundamental for adopting successful strategies 
in public policies, social control and competition; 
(2)  access to the information necessary to achieve 
knowledge is limited.

With regard to access to the information, we 
can distinguish between cultural barriers, such as 
low level of education, technical language, linguistic 
barriers, and restrictions to access, which include 
restricted access to libraries, copyright,2 trade secrecy, 
documents, and databases owned by governmental 
agencies not available to the citizens or to any citi-
zen. These limits create an asymmetric distribution of 
information and knowledge in society, which implies 
an unequal distribution of the opportunity to use 
them to understand, predict, and manage the dif-
ferent aspects of social interaction, from business to 
government policies, from technological innovation 
to science.3

The present era, characterized by digital informa-
tion, huge databases, global transborder data flows 
and petabytes of information freely available online, 
seems to offer a different scenario. Nevertheless, it 
veils the paradox of information abundance: More 
information available means neither more knowledge 
available, nor a more diffuse access to information. 
Moreover, this period is characterized by an increas-
ing concentration of the control over the informa-
tion in the hands of a limited number of private and 
public entities, which, in different cases, cooperate in 
sharing information with each other to increase their 
position as owners and gatekeepers of knowledge.

From this perspective, this article provides an 
overview of these phenomena and their effects on 
society at large in order to suggest some thoughts on 
the possible policies that, from a legal perspective, may 
be able to boost a more democratic access to informa-
tion and offer the opportunity to create new bottom-
up initiatives and increase the number of centers of 
knowledge. With regard to these policies, attention 
focuses more on the general remedies to control and 
reduce the increasing concentration of power over 
information, rather than on the subsequent policies 
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that can facilitate the possible access and reuse of 
information, which are extensively described and 
analyzed in literature already.4 The article points out 
some requirements that are necessary to reduce the 
risk that these forms of concentration of information 
are hidden and hard to put under democratic control.

The analysis of these different topics does not focus 
on a specific legal system but assumes a global perspec-
tive. Given the global nature of the big players, govern-
ments, and multinational corporations, it is necessary 
to adopt policies that work at a supranational level.

AN OVERVIEW OF THE SOCIAL 

AND POLITICAL IMPLICATION 

OF BIG DATA

Due to the value that information has assumed 
in all fields of human activities, our society has 
been named the information society,5 nevertheless 
this synthesis of the role of information represents 
only a provisional stage in a continuous evolution: 
Information changes over time, with regard to its 
distribution, quantity, availability, and capacity to be 
stored and analyzed.

Although in the current information age individ-
uals have new and various means to access informa-
tion, the distribution of information is asymmetric in 
terms of access to relevant, valued, and reliable data 
and in terms of ability to use it, given the concentra-
tion of power over information in the hands of few.6

The role played by specific subjects in the gen-
eration of data flows is the principal reason for this 
concentration. Governments and big private compa-
nies collect huge amounts of data while performing 
their daily activities. This bulk of information rep-
resents a strategic and economically relevant asset, 
because the management of large databases enables 
these entities to assume the role of gatekeepers with 
regard to the information that can be extracted from 
the datasets, by limiting access to the data, perhaps to 
specific subjects only or to circumscribed parts of the 
entire collection, or by keeping it completely closed.

Not only governments and big private companies 
acquire this power, but also the intermediaries in the 
information flow (e.g., search engines,7 Internet pro-
viders, credit report agencies, marketing companies), 
which do not generate information, but play a key 
role in circulating it.

There are also different cases in which informa-
tion is accessible to the public in raw and processed 
form. This happens with regard to open data sets 
made available by government agencies, information 
held in public registries, data contained in reports, 
studies and other communications made by private 
companies and, finally, online user-generated con-
tent, which represent a relevant and increasing por-
tion of the information available online.

At a first glance, the concurrent effect of all 
these different sources diminishes the concentra-
tion of power over information; however, access to 
information is not equivalent to knowledge.8 A large 
amount of data creates knowledge if the holders have 
the adequate interpretation tools to select relevant 
information, to reorganize it, to place the data in a 
systematic context, and if there are people with the 
skills to define the design of the research and give an 
interpretation to the results generated by Big Data 
analytics.9 Without these skills, data only produces 
confusion and less knowledge in the end, with infor-
mation interpreted in an incomplete or biased way.

In the Big Data context,10 the availability of 
data is not sufficient. It also is necessary to have the 
adequate human and computing resources to manage 
it. For this reason, control over information does not 
only regard limited access data, but can also concern 
open data,11 over which the information intermediar-
ies create an added value by means of their instru-
ments of analysis.

Because only a few entities are able to invest 
heavily in equipment and research, the dynamics 
described above enhance the concentration of power 
over information and are increased by the new expan-
sion of Big Data and its global dimension.

Predictive ability is the fundamental element 
that distinguishes this new kind of power from the 
ordinary power to acquire a large amount of data or 
profile millions of people.12 The creation of datasets 
of enormous dimension (Big Data) and new powerful 
analytics make it possible to draw inferences about 
unknown facts from statistical occurrence and corre-
lation, with results that are relevant in sociopolitical, 
strategic, and commercial terms.13 Despite the weak-
ness of this approach, more focused on correlation 
than on statistical evidence,14 it is useful to predict 
and perceive the birth and evolution of macro-trends, 
that can be later analyzed in a more traditional sta-
tistical way in order to identify their causes. These 
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results concerning the emerging tendencies give the 
owner of Big Data a competitive advantage in the 
business world and increase the possibility of social 
control by states and groups of power.

Limited access to this information has conse-
quences in terms of increasing its economic value. 
In a society based on information that requires large 
amounts of data in order to make decisions, having 
large datasets and the instruments to extract predic-
tive knowledge from them is a fundamental asset, 
which can be exploited with a big payback.

Another element characterizing the concentra-
tion of power over information is that of being geo-
localized in terms of the nationality of the owners of 
the datasets and of the place in which these Big Data 
farms are placed. Geo-location has several relevant 
consequences, not only with regard to the applicable 
law and the level of data protection, but also in terms 
of political influence exerted by local governments. 
In many cases national laws give judicial and admin-
istrative bodies power to access databases, which can 
compromise data protection, trade secrets, and public 
interests (when the data stored is related to govern-
mental activities). There is another important aspect 
from an European Union perspective, related to the 
geographical concentration of power over informa-
tion: Information technology (IT) is the sector that is 
most involved in Big Data management and the big 
players in this market are US companies, therefore 
there is an asymmetric distribution of control over 
data between the United States and the European 
Union.15 This situation implies evident risks in terms 
of service continuity, competition, lock-in, and, 
moreover, can represent a possible threat to EU inter-
ests due to the influence of the US legislative and 
political context.

For these reasons, the recent EU draft of new 
data protection regulation has adopted the strategy to 
protect personal data of European citizens wherever 
they are, even outside EU borders.16 Because the 
European Union does not have an IT sector strongly 
involved in Big Data management and it cannot exert 
political influence over foreign companies, European 
legislators try to use legal instruments in order to limit 
the risks of unauthorized access and fraudulent use 
of data. The intent of EU regulators is to influence 
development and business strategies of the owner 
data in order to compel third-party countries to reach 
a compromise on the guarantee offered with regard to 

data protection.17 This is an ambitious goal, based on 
the consciousness of the importance of international 
data flows and of the effects of the introduction of 
legal barriers.

Finally, it should be noted that various commen-
tators consider that the privacy risks related to Big 
Data analytics are low, pointing out the large amount 
of data processed by analytics and the de-identified 
nature of most of this data. This conclusion is wrong. 
Anonymity by de-identification is a difficult goal to 
achieve, as demonstrated in a number of studies.18 
The power of Big Data analytics to draw unpredict-
able inference from information undermines many 
strategies based on de-identification.19 In many cases 
a reverse process in order to identify individuals is 
possible; it also is possible to identify individuals using 
originally anonymous data.20 Here, it is closer to the 
truth to affirm that each data is a piece of personal 
information than to assert that it is possible to man-
age data in a de-identified way.

SOME POSSIBLE ACTIONS IN 

ORDER TO LIMIT THE RISKS 

RELATED TO BIG DATA

In order to limit the different risks related to 
Big Data, it seems necessary to adopt various rem-
edies, without focusing the attention only on data 
protection regulations.21 The complexity of the phe-
nomenon requires different approaches, in order to 
control and limit the information asymmetries and 
their consequences in terms of economic advantages 
and social control.

For these reasons, we need to identify different 
solutions in order to limit the power over informa-
tion and obtain a better allocation of it. To achieve 
this goal it is important to adopt adequate measures to 
control those who have this power, in order to limit 
possible abuse and illegitimate advantages. At the 
same time, we need to increase access to the informa-
tion, in order to increase the number of subjects able 
to create and manage large amounts of data, spreading 
the informational power currently in the hands of a 
few bodies.

The need to control these great aggregations 
of data is related to their political and strategic 
relevance and should lead to the introduction of a 
mandatory notification of the creation of a big and 
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important database—as happened at the beginning of 
the computer age when there was a similar concentra-
tion of power in the hands of a few due to the high 
cost of the first mainframes22—and the creation of 
specific international independent authorities. These 
authorities will be able to control the invasive atti-
tude of government with regard to large databases and 
the power of the owner of Big Data, but also have an 
important role in the definition of specific standards 
for data security.

This approach seems to be inline with the value 
assumed by Big Data, as happens with all the relevant 
and strategic assets. This will be a long and tortuous 
journey, as it is based on international cooperation. 
Therefore, it is important to start as soon as possible, 
using the existing international bodies (Council 
of Europe, OECD, and APEC) and multilateral 
dialogues among the European Union, the United 
States, and other countries, rather than introducing 
new regulations when it is late. At the same time, 
any solutions should be implemented in an appro-
priate manner, avoiding the involvement of every 
kind of data-farm built somewhere in the world, but 
considering only the data-farms with an absolutely 
remarkable dimension or considerable importance 
because of the data collected (e.g., police or military 
databases).

Another important aspect of these policies con-
cerns the transparency of the information society, 
in terms of knowing who holds great informational 
power due to Big Data management. Knowing this 
makes it possible to act on the other central aspects, 
namely access to data and data sharing, in order to 
limit the power of the owners of Big Data and give 
society the opportunity to have access to information, 
that fundamental resource. From this perspective, a 
key role is played by open data.23

Opening public databases and potentially private 
archives24 to citizens and giving them raw data not 
only reduces the power of the owners of information, 
in terms of the exclusive access to the data, but also 
limits their advantage in terms of technical and cul-
tural analysis skills. The access to data does not mean 
that everyone will have new knowledge and predic-
tive capacity immediately, because, as mentioned 
above, technical equipment is necessary. However, 
the availability of the data permits citizens to put 
together their economic and cultural resources,25 
even without a business-oriented action, in order to 

constitute groups dedicated to the analysis and pro-
cessing of the raw data. In this way, alternative and 
autonomous centers focused on Big Data manage-
ment could be created. These centers will take a dif-
ferent and longer amount of time to achieve the same 
results that the owners of Big Data are able to obtain 
in a short time, thanks to their resources. However, 
for some research with relevance to the public the 
speed of obtaining the result is less important than 
the result itself (e.g., Who’s Lobbying,26 Openpolis,27 
OpenSpending,28 and Open Street Maps29).30

It also is possible to adopt open data policies 
that are more oriented to tackle the risks of the “data 
divide”31 and focus not only on the access to data, but 
also on the provision of adequate information and 
technical tools to the citizen. These contribute to 
an effective use of the data that reduces asymmetries 
in the distribution of the knowledge drawn from this 
public accessible information.

The final critical issue regarding Big Data con-
cerns the geopolitical distribution of informational 
power, which represents an emerging problem for 
Europe. From this perspective the comparison with 
the United States assumes relevant importance, 
because in the US public sector, mainly with regard 
to federal agencies, not only is there a structural 
homogeneity still unknown to the European Union, 
fragmented into different national systems, but also 
many resources have been invested for modernizing 
the management of information through the use of 
cloud computing technologies, creating a limited 
number of big databases. Considering the US private 
sector, even if big European companies are able to 
collect and analyze a large amount of data, the excel-
lence of the US companies in some key areas of the 
information and communication technology sector 
(search engines, cloud computing services, user-
generated-content platforms, social networks) puts 
this nation in a better position to control the world’s 
informational flows, because the largest stream of data 
is present in the areas most closely related to informa-
tion and communications technology (ICT).

From a geo-political and industrial perspective, 
this situation may be a weakness for the European 
Union, in terms of the loss of control over the data 
of its citizens due to the need to entrust the manage-
ment of strategic information to foreign entities. 
In order to reduce this risk, the European Union 
has strengthened the protection of personal data by 
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applying the European data protection law when 
goods or services are offered to “data subjects in the 
Union,”32 or when their behavior is monitored. At 
the same time, European industry is being urged by 
the European Commission to assume a more impor-
tant role in the implementation of new computer 
architectures, such as cloud computing.33

Stimulating competition in the development of 
new technologies in the ICT sector and strengthen-
ing the regulatory framework for the protection of 
information are the only possible responses in order 
to limit the potentially negative effects due to the 
use of services provided by foreign companies and the 
risk to give the control of the (big) data concerning 
European citizens to companies that potentially may 
be influenced by legal and political foreign interests.

CONCLUSION

Governments and big companies are increasing 
their control over information. This concentration is 
reducing the transparent and democratic use of infor-
mation in our societies, facilitating social control, and 
producing an asymmetric distribution of knowledge 
in society.

These negative effects of the above can be tack-
led by the adoption of a multilayered strategy, which 
includes data protection and privacy regulations, 
open access to information and the development of 
a European competitive industrial policy in the ICT 
sector.
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